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WLAN Security in Datalogic Mobile CE Terminals 
 

This document explains, which WLAN security options are available for which kind of 
Datalogic terminal and reports known problems as well as solutions. 
 

The kind of available security features depends on the used radio card and version of CE 
OS: 
 

• Symbol CF-radio LA41 with CE 4.2: SilverJET, BLKJET, Kyman-NET 
• Symbol CF-radio LA41 with CE 5.0 : Skorpio, BLKJET V5 
• Cisco 350 Series with CE 4.2 : Rhino-NET, Viper-NET 

 

Symbol CF-radio LA41xx (Driver 3.93-80) with CE 4.2 
 

SECURITY OPTION SUPPORTED REMARKS 
WEP static (40/128bit) YES  
WPA-PSK YES A patch is needed to enable WPA-PSK (1) 
PEAP (WEP) (YES) Only by using Odysseey client (2) 
PEAP (WPA) (YES) Only by using Odysseey client 
EAP-TLS (WEP) (YES) Only by using Odysseey client 
EAP-TLS (WPA) (YES) Only by using Odysseey client 
LEAP (WEP) YES Use EAPpwd to set user/password (3) 
LEAP (WPA) (YES) Only by using Odysseey client 
EAP-FAST (WEP) (YES) Only by using Odysseey client 
EAP-FAST (WPA) (YES) Only by using Odysseey client 
WPA2 options NO This HW does not support AES encryption 

Symbol CF-radio LA41xx (Driver 3.93-80) with CE 5.0 
 

SECURITY OPTION SUPPORTED REMARKS 
WEP static (40/128bit) YES  
WPA-PSK YES A patch is needed to enable WPA-PSK (1) 
PEAP (WEP) (YES) An external WZC tool is needed (4) 
PEAP (WPA) (YES) An external WZC tool is needed (4) 
EAP-TLS (WEP) (YES) An external WZC tool is needed (4) 
EAP-TLS (WPA) (YES) An external WZC tool is needed (4) 
LEAP (WEP) YES Use EAPpwd to set user/password (3) 
LEAP (WPA) (YES) Only by using Odysseey client 
EAP-FAST (WEP) (YES) Only by using Odysseey client 
EAP-FAST (WPA) (YES) Only by using Odysseey client 
WPA2 options NO This HW does not support AES encryption 
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Cisco 350 Series (Firmware 5.60.17, ACU 2.70) 
 

SECURITY OPTION SUPPORTED REMARKS 
WEP static (40/128bit) YES  
WPA-PSK YES Use “External Settings” 
PEAP (WEP) (YES) Only by using Odysseey client 
PEAP (WPA) (YES) Only by using Odysseey client 
EAP-TLS (WEP) (YES) Only by using Odysseey client 
EAP-TLS (WPA) (YES) Only by using Odysseey client 
LEAP (WEP) YES  
LEAP (WPA) YES  
EAP-FAST (WEP) (YES) Auto provisioning not working (5) 
EAP-FAST (WPA) (YES) Auto provisioning not working (5) 
WPA2 options NO This HW does not support AES encryption 

(1) 
You may find on www.support-datalogic.de a patch called “WPA-PSK fix”. Install and execute 
this patch to enable the WPA-PSK option for Symbol. 

(2) 
For Odysseey please visit www.juniper.net - you may download there a trial version. 

(3) 
EAPpwd could be found in \windows 

(4) 
The setup of EAP parameters are not persistent after reboot or suspend. To overcome this 
bug, MS offers an external Wireless Zero Config tool, which has to be configured by a 
command line batch file. Download at www.support-datalogic.de
But there is still an open problem: after out-of-range the device does not reconnect. You 
have to switch off and on the device. 

(5) 
The actual ACU 2.70 does not work in mode “auto provisioning PAC” – you have to install 
manually a PAC file. 

http://www.support-datalogic.de/
http://www.juniper.net/
http://www.support-datalogic.de/
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Known Problems and solutions 
In new installations we found problems in conjunction with new Access Points from different 
manufactures. 
The reasons are many new protocols and features causing a steady change in the AP 
firmware. To speed up roaming and data transfer some dot11 parameters have been “tuned” 
– so it happens now that older radios have a problem to follow this requests fast enough… 
 

Cisco 350 (Rhino and Viper)
The most important point is to run the actual ACU 2.70, built in image 1.21 for Viper-NET and 
1.31 for Rhino-NET. Second update the firmware of the radio to 5.60.17 – the image file is 
located in the \windows folder. 
 
Moreover it could come to problems with the following constellation: 
 
Cisco AP with image 12.3(7)xx or 12.3(8)JA, authentication LEAP: 
Problem: 

- roaming problems: terminal could not reauthenticate 
- sporadic hang up when reaching out-of-range: radio driver gets frozen 

Solution: 
- downgrade AP to 12.3(2)JA5 or JA6 
- if still problems: use EAP-FAST instead of LEAP 

 

Symbol LA41xx (JET, Skorpio and Kyman-NET)
WPA 
We found a basic problem when using any kind of WPA authentication – it could happen that 
the time to handle EAP requests takes too long so that the AP either reports authentication 
error or even gets into a locked state. 
For Cisco APs using IOS 12.3(8)xx it’s mandatory to use a CLI command to increase the 
internal WPA handshake: 
In configuration mode enter the command “dot11 wpa handshake timeout 2000”. Please note 
that changing the WPA timeout influences partly other traffic, so if the network is used also 
for other purposes, esp. for VoIP, roaming may take longer and could lead into short 
communication holes. 
For other APs we can’t grant any functionality unless tested! Typically other suppliers do 
not offer a command like Cisco and if the connection is not working, there is no chance to 
solve the problem. 

 
LEAP 
Using LEAP with Symbol gives sometimes problems if the link is not stable (often out of 
range). The Symbol Password tool EAPpwd pops up asking again for the credentials. 
If this happens during running an application it’s possible for the user to enter wrong datas, 
which leads into a broken connection. 
The only workarounds are: either switch over to WPA-PSK or ensure better coverage or use 
an external client like ODYSSEEY. 
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